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Section 1: Assessment Information

Instructions for Submission

This Aftestation of Compliance must be completed as a declaration of the results of the assessment of
the subject entity compliance with the Payment Card Industry PIN Security Requirements and Tesl
Procedures (PCI PIN). Complete all sections: The entity is responsible for ensuring that each seclion s
completed by the relevant parties, as applicable. Contact the enftity requesting the assessment ( 2.g.
Payment Brand) for reporting and submission procedures.

Part 1. Entity and Qualified PIN Assessor (QPA) Information

Part 1a. Entity Organiution Information
Conlpt!ny Namo Paymentgui_ge A

DBA Businéas Identifier. . n'a
(doing buginess as) - )
Contact Name: Eugene Chertikhin Tle: General manager
Tdeplpm: +7 295 2981({)7 . E-mail: e.gljgr_ﬂlghh_@paymml-gu_ge_.@-
Business Address: | office 506, floor 5, 16 build | City: MOSCOW

2 4, Sushevaky valstr. | | ‘
SwleProviwce: | Mosoow | Country: | Russia | PostalCode: | 127018
URL hitps./iwww payment-guide.ru

Part 1b. Qualified PIN Assessor Company Information (if applicable)
Company Name: Compliance Control Lid.

Lead QPA Contact | Ivan Tverdokhlsbov Thle: | Chiet Executive Officer ;

Talaphone: +7 (926) 576-7095 E-mail: | ivan@compiiance control.n

Business Address: | Revolutsionnaya streel big 3, City | Volokolamsk

et = Oilas 300 i ___ll. R

State/Province. | Moscow | Counry: | Russia | Postal Code: | 143600
PCIAOC for Onsile Assessments for use with PCI PIN Securily Requivemernis, vi0 Meveh 2015
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Part 2a. Scope Verification
Services that were INCLUDED in the scope of the PCI PIN Assessment (check all that apoly):
Typeofnmk:_ezs)aasesoed: 7 v =R i
B9 PIN Acquirar Payment Processing - POS
] PIN Acquirer Paymert Processing - ATM
P4 Remote Kay Distribution Using Asymmetric Keys — Oparations
[J Certification and Registration Authority Oparations
[] Kay-injacton Facifties
[ Others (specity):
Note: Th;ae categorias are provided for assistance only, andaranotime;ldedlo init or predetermine an

entity's service description. If you feel these categones dan't apply ta your service, complete “Others.” if
you'rs unsure whether a category could apply to your senico, consult with the appiicable payment brand.

BC1 AOC for Onsite Assessments far use with PGl PIN Secunty Requirements, v3.0 March 2019
& 2019 PCI Securfty Standards Counci, LLC. AN Rights Reserved. Fags 2
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,,,,,, 2a. Scope Verification (continved)

mmmafepmvidodwmmummmﬂamnhﬂnwdﬂuﬂ:wm
Assessmam(Manmatapply)

Typa of servica(s) not assessed:

] PIN Acquirer Payment Processing - POS

] PIN Acquirer Payment Processing - ATM

[0 Remote Key Distribution Using Asymmetric Keys - Operations
[J Certification and Ragstration Authority Operations

[[] Key-injection Facilities

[ Other (specify):

vandea Me!m&anabonwhymycmaeoservbes
~ wera nol Included In the assessment: |

Panzb Locations

Usl typesoﬂaclmee(focaump\e data conlers, key-injection faciliies, certificabion mmmtyopambcns
dc)mdasummrydbaﬁmswﬂudodmmer’cwmmm

~ Type of facility assessed: Date of Assessment Location(s) of facility (city, country}:
_Example: Data Centar 18-20 June, 2019 Boston, MA, USA
Office: 67 May2021  Moscow. Russia
Datacentes 7May2021 | Saint-Petersburg, Russia -

Ptt 2c. Summmy of Requirements Tested
For eech PCI PIN Reguirement, select one of the foliowing:
« Full - The requirement and all sub-requirements of that requirement were assessed, and no sub-
requirements were marked as “Not Tested” or "Nol Applicable” in the ROC.
« Partial — One or more sub-requirements of that requirement were marked as “Not Tesled™ or "Not
Applicable” in the ROC.
« None - All sub-requirements of that requirement weras marked as "Not Tested” and/or "Not Applicable™
in the ROC.
For all requirements identfied as sither *Padial’ or “None,” provide details in the *Justification for Approach”
column, Including:
« Details of specific sub-requirements that were marked as aither “Not Tested" anc/or "Not Applicabla® in
the ROC
« Reason why sub-requiremant(s) were not testad or nol applicable

Note: One (able fo be completed for each service coverad by this AOC, Addftional copies of this seclion are
avallatie on the PCI SST website.

FCIACC for Onsite Assessments for use with PC! PIN Seourity Requirements, v3.0 March 2019
T 2018 PCI Secuily Standards Council, LLC. AN Rights Reserved. Page 3
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JuﬂmauwiotAppmaen
PCi PIN Control (Required for all *ParEal” and “None” responses. dentity which
Objective Full | Partial None sub-requirements wars not tested and he reason. )
Control Objective 1: = o | O
Conol Objeave2: | B | O O
Control Objectve 3: . O
Control Objective 4: = () a
Control Objective 5 4 O ]
ControlObhdivos | O O
Control Objactive 7: [} (N (] 7
Annex A1 - O O [C] | Notapplicable
Contro! Ohjeciiva 3:
Annex A1 - N O @ [ | Notapplicable
Conlrol Objecfive 4:
Annex A1 - =1 B [J | Notapplicabie
Cantrol Objeclive 5: -
Amex At - | O O [ | Notapphcable
Control Objective 6: |
Amnax AZ - 0 O [ | Motspplicable
Control Objective 3
Annex AZ - O () O Not applicabie
Control Objeclive 4:
Control Objective 5:
Annex A2 — (] O [[] | Notappicable
Controi Objectve 6: -
Amnex A2 — | M [0  Notapplicable
Control Objective 7: ' a -
Annex B — | O O O ‘ Not applicable
Control Objective 1 _ o
Annex B - O N O “| Not applicatie
Control Objectve 2: :
PGl AOC for Onsite Assessments for use with PCI PN Securily Requirements, vi.0 March 20719
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Part 2¢c. Sumyofmmm'l'md (confinued)

DotﬂltofConb’ol-Obwum Asmnd

PCIPIN Control ) MAD
‘ ‘ (Reguired for =l *Partal” and “Nons” responses, (dentify which
Objective  Full | Partial | None mmmpmqmwmumm;w
Annex B - O O @ [O | Notapplicable
Control Objective J:
Annex B — | £3 | I3 | [0 | Notapplicatle
Control Objectve 4: |
Annex B — | O O [0 | Notapplicable
Control Objectve 5
Annex B — [N 0 [J  Notapglicable
Cantrol Objectve 6:
Annex B - O O []  Notappbcable
CodmlObiodm?:
PCI AQC for Onsite Assessments far uss with PCI PIN Security Requirements, v3.0 Mavch 2019
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Section 2: Report on Compliance

This Attestaton of Compliance reflocts the results of an onsite assassment, which is documented in an
accompanying Report on Compliance (ROC).

The assessment documented in this attestation and in ﬂ.\eAROC was May 18, 2021

compieted on; |

Have compensating controls been used to meet any m;;mrne;; i'n*th;l-iOCTj [ Dr Yes X No
Were any requirements In the ROC identified as being not applicable (WA)? | (X Yes CIne

Were any requirements not tested? [ ves » @ No

Were any requirements i;; mewR-OC_un;btc to be met due to = legal constramt? | [[] Yes g No
PCI AOC for Onsite ASSessments for use willh PG FIN Seourity Requirements, v3.0 tharch 2019

& 20019 PCI Secunty Standards Councill, LLC. AN Rights Reserved., Page 6
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Section 3: Validation and Attestation Details _

Part 3. PCI PIN Validation

This AOC is based on results noted in the ROC dated May 218, 2021,

Basad on the results documented in the ROC nolad above, the signatories identified in Parls 3b-Jc, as
applicable, assarl(s) the folowing compliance stalus for the entity identfied in Parl 2 of this document

(check one):

3 | Compliant: All sections of he PCI PIN ROG are complete, all questions answered affirmatively,
resuting in an overall COMPLIANT rating, thereby Payment-guide has demonstrated full complianca
with the PCI PIN Sacurity Requiremeants.

[} | Non-Compiiant: Not all sactions of the FCI PIN ROC are compiete, o not all questions are answered
 affirmatively, resulting in 3n overall NON-COMPLIANT raling thareby (Service Provider Campary
Name) has not demonstrated full compliance with the PCI PIN Security Requiraments,

Target Date for Compliance:
An enlily submitting this form with 2 status of Non-Compliant may be required to compiete the Acton
Plan in Part 4 of this document. Check with the payment brand(s) before completing Part 4.

[ ' Compliant but with Legal exception: One or more requirements are marked “Not in Place™ due 1o &
| legal restriction that prevents the requirement from baing mel. This option requires additional review

. from acquirer of payment brand.
if chackad, complata the following:

| Affected Requirement _ Detalls of how legal constraint prevents requiremant being mot

s S V

Part 3a. Acknowledgement of Status E

Signatory(s) condirms:

{Check all that apply) -

= ’mRoCmsoompmedmangmmPchrNSmunyReqmemwresmgmcedms,
Version 3.0. and was completes acoording to the instructions thersin,

[ All information within tha above-referenced ROC and in this attestation faify represents the results of
my assessment in all material respacts.

e—— T ———————

B4 | heve read the PCI PIN and | recognize that | must maintain PCI PIN compliance, as appiicable o my
environment, at all times.

|
} RLYAOAN A eSS

B4 | ¥ my onvironment changes, | recognize | must reassess my environment and implement arny
additions! PCI PIN requiremants that apply.

March 2019
Page 7
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Part 3b. Assessed Entity PIN Sccurity Attcstation I =

AL

Signature of Exscutive Officer of Assessed Entity 1 o 74

Assessed Entity Executive Officer Name: | ‘Chertikhin
Tite: Genaral Manager == e
Date: May 18, 2021

P-tac.aﬁﬂed PIN M(QP_A)_ Company Acknowiedgement :

Describa the role paforrned by e QPA and | QPA waa pecforming assessment
others that pasticipated from within the QPA,

Coweny: . N

Signatues of Duly Authorized Officer of QPA Compsay 7 IDate:lﬁyf&m
_MA«WWM: ivan Tverdokhlebov | QPA Company: Compliance Control Ltd.
POl AOC for Onsito Assossments for 1126 with G PIN Seeivity Requiremants, vio March 2018

0 2016 PG Secuiy Stundords Coundd, LLC. Al Rights Raserved. Page §
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Part 4. Action Plan for Non-Compliant Requirements

Selact the appropriate reeponse for “Complant to PCI PIN® for each requirement. If you answer "No" to any
of the requirements, you mybomqmedtoprovtdalhachtoywrCunpanyexpmbbempialih
the requirement and a brief description of tha actions Eeing taken to meet tha requerament.

Check with the applicatie paymeant brarxd(s) before comploting Part 4.

Compliant 1o PCIPIN  Romediation Date and

PCI PIN Control Description of Control Cantrol Objective Actions
QObjective Objective (Seiect One}  (H™NO" selecied for any

ey s v | owo Bl

WWV"‘: PiNs usad in transactions J E D
govemed by these requirements
are processed using equipmeni ‘
and methodologies that ensure

— they are kept secure. '

Gontret Objective 22 Cryplographic keys used for PIN 2 0o |
encrypton/decryption and reiated |
key managemen! are created ‘
using procasses that ensure that it
is not possible to predict any key
or determine that certain kays arne
mare probable than other keys.

Control Objective 3 | KBys are conveyed or transmittad X |

_ Rl Lo = -

Control Objective 4: Key-loading to HSMs and PO ) O
PIN-scoaplance devices is
Mmedhe?e_mw

Control Objective 5; Kays are usad in @ mannat thal @ D
prevents or detects ther
unauthorized usage. - |

Control Objective &: Keys are administered in a secure [ ' O

- 7 - manner. - - =

Control Objective 7. | EQuipment used to process PINs = O
imdkayalsmamgndiname
| manner.

Annex Al — | Keys are convayed or transmitted O N/A

Control Objective 30 | In a secure rranner.

Annex Al - | Key-loading to HSMs and POI ‘ O N/A

Caontrol Objective 4: PiN-acceptance devices i3
handled in & secure Manner ks

Anex Al - Keys are used in 3 manner thal (H O NIA

Control Objective 5: | Prevents or datects thair
unauthonzed usge. S | 0

Arnex Al — | Keys are administered in a secure O O |wa

Control Objactive 62 manner.

Arnex AZ — | Kays we conveyed or ransmibed D D N/A

Control Objective 3 | In @ sacure marnner,

PCIAOC for Onsite Assessments for use with PC/ PIN Security Requiraments, v3.0 March 2019
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l WDPCIP‘] Remediation Date and

PC1 PIN Control Description of Controi Controi Objective | Actions
Objective Objective {Select One)  (MTNO' selectad for any
L Yes | NO e it
AEX A2 — Key-Hading to HSMs and POI O 0O N/A
Control Objective 4. PIN-acceptance devices is
hmdiedhasawmmmur_ —— = R
Annex AZ — Keysareused inamannerthat | [ Oa NIA
ontrol Objective 5. Pravents or detects their :
s unauthorized usage. | ‘
Annas A2 = Keysareaammwmsewa O nNA
Control Objective 6. manner,
S E— : -
Annax A2 — Equipma\tusedbpmceesPle O (| N/A
Control Objective 7: | 8nd keys is managed in a secure
mannes | .
A PiNs used in tansactions | O O ~NA
Cortrol Objective 1: - govemed by these raquirements
| are processed using agquipment
and methodologias that ensure
theyarukmlwe l |
Aningst B — Crypbglamrkayamadklpm O | O NIA
Control Objective 2: | | encryptionddecryplion and related
key management are crealed
using procassas that ensure that it
is not possible to predict any key
or determine that certain keys are
move probable than other keys. ([ I (.
Anrex B - Kaya are conveyed of Yranemitted O a NA
Control Chjective 3. In 8 secure manner
A — | Key-oading to HSMs and POI NIA
Control Objective 4 PIN-scceptance devices is
handied in 3 secure manner.
Armax B — Kays ars used in 3 manner thal O W] NA
Control Cbjective 5 | Prevents or detects their
| unautherized usage.
Annex B - Keys are admnistered in & secure | - a NA
Contral Cbjective 6: | manner,
AnexB - EquipmmueodﬁoptmsPINs‘ O O NVA
Control Objective 7; | nd keys is managed in & secure
manner - -
. 4 DISCOVER gsa (@) VISA
ar -
MasterCard
PCIAOC for Onalle Assassments for use with PCI PIN Security Requiremeris, v3.0 March 2019
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