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Section 1: Assessment Information

Security ®
Standards Council

Instructions for Submission

This Attestation of Compliance must be completed as a declaration of the resuits of the service provider's
assessment with the Payment Card industry Data Secunty Standard Requirements and Security
Assessment Procedures (PCI DSS). Complete ail sections: The senvice provider is responsible for
ensuring that each section is completed by the relevant parties, as applicabla. Contact the raquesting
payment brand for reporbing and submission procedures.

Part1. Service Provider and Qualified Security Assessor Information

Part 1a. Service Provider Organization Information

Company Name: Payment-guide DBA {coing
business as):
Contact Name: Eugene Chertikhin Tle. General manager
Telephone: | +7 495 298-7007 E-mail: e chertikhin@payment-
guide.ru
Business Address! office 508, & floor, 16 buid | City: Moscow
4, Sushevsky val str
State/Province: Moscow Country. | Russia Zip. | 127018
URL: https:/fwww payment-guide.ru

Part 1b. Qualified Security Assessor Company Information (if applicable)

Company Name: Compliance Control Ltd.
Lead QSA Contact Name: | Ivan Tverdokhleboy Tille: Chief Executive Officer
Telephone: +7 926 576 7095 E-mail ivangcompliance-control.ru
Business Address: Ravdulsionnaya street big 3, | Cily: Volokolamsk

| office 306
State/Province: Moscow Country: | Russia Zip: | 143800
URL:

http //www compliance-control.ru
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‘Part2. Executive Summary
Part 2a. Scope Verification
Services that were INCLUDED in the scope of the PCI DSS Assessment (check &l that apply):
Name of service(s) assessed: POS-procassing (payment galeway) and e-commerce

Type of service(s) assessed:

Hosting Provider: Managed Services (specify): Payment Processing:

[ Applications / software [[] Systems security services (3 POS | card present

[ Hargware [ 17 support B Internet / e<ommerca

] Infrastructure / Network [ Prysical security [ MOTO / Call Center

[] Physicsi space (codocation) | [ Terminal Management System CJAT™

[ Storage [ Other sarvices {specify): [[] other processing (speafy):
I web

[7] Security services

7] 3-D Secure Hosting Provider

] Shared Hosting Provider

] Other Hosling {specify):

[[] Acoount Management [ Fraud and Chargeback [ Payment Gateway/'Swiich
[ Back-Office Sonvices [J Issuer Processing [] Pregaic Servicas

[ Rilling Management [ Loyalty Programs [[] Racords Management

[[) Clearing and Settierment X Merchant Services [ TawiGovernment Payments
" Network Provider

] Others {specify):

Note: These cafegones are provided for assistance only, and are not intandod to limit or pradetenmine
an enthly's senice description. uwuhdmwegabsdm'tWymmsem,cvnWe
“Others.” If youre unswe whether & category cowld apply 10 your service, consuk with the appicalie
payment brand.

PCI DSS va 21 Attestation of Gampiance for Onsite Assessmerds — Service Providers, Rev. 1.0 June 2018
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__Part 2a. Verification (contin

e GRS
" Services that are provided by the service provider but were NOT INCLUDED in the scope of

the PCI DSS Assessment (check all that apply):

Name of semce(s} 001 assessed: NA

Type of servica(s) not aseesed

Hosting Provider; Managed Services (specify): Payment Processing:
) Applications ! software (] Systems security services [[1 POS | card present
(] Hareware O] 17 support [ internet / e<commerce
[ infrastructure / Network [0 Physical security I MOTO ! Calt Center

7] Prwysical space (co-location)
[] storage

[ web

[ security services

[ 3-D Secure Hostng Provider
[ Shared Hasting Provider

] Cther Hesting (specify):

[C1 Terminal Management System
[ Other services (specify):

Oam™
[[] Other processing {specify)

" Acoount Management [ Fraud and Chargeback [0 Payment Gateway/Switch
[0 Back-Office Services [] 1ssuer Processing ] Prepaid Services
[ silling mm.ggm ' [ Loyakty Programs [ Records Management
[ Clearing and Settiemant ' [ Merchant Services [ Tax/Government Payments
(] Network Provider \
] Others {spacify):

Prawide a8 WWlon why any checked services
were nol included in the assessment:

Part 2b. Description of Payment Card Business

Describe how and in what capacily your business
stores, processes, and/or transmits cardholder dats,

Current transaction amount for CNP and CP
operations is:

VISA ~ 2,300,000 annuaity.
MasterCard — 3,000,000 annually
MIR — 2,850,000 annually

Describe how and in what capacity your business is
otherwise involved in or has the ability {o impact the
sacurity of cardholder data.

No other way of being involved into the ability to
impact securily of CHD exists except the above

Part 2;.. Locations

List types of facilites {for example, retsl outlats, corporale offices, data conters, call centars, efc.) and a

summary of localions induded in the PCI DSS review.

Type of facility:

Number of facilities
of this type

Location(s) of facility (city, country):

Example. Retal cutiels

3 Boston, MA, USA

Office 1

Moscow Russia

Datacenler 1

M-Petersburn. Russia

POl 0SS va3 2 1 Attestation of Compliance for Onsite Assassments — Senite Providers. Rev. 1.0
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Part 2d. Payment Applications
Does the organization use one or more Payment Applicaticns? [ Yes [INo

Provide the following information regarding the Payment Applications your erganization uses:

Payment Application ~ Version Application Is application PA-DSS Listing Expiry
Name Number Vendor PA-DSS Listed? date (if applicable)
Payment Gateway 407 ?fwl MI i BYes [(INo |[280c2022
| Yes [JNo
COves [INo
Ovyes [No
COyes [INo
Oves [CONeo
Ovyes CInNo
Oves CIno
Part 20, Dascription of Environment
Srovide a high-feve! descnption of the environmenl The CDE is located in 2 Datacenters with
covered by this assessment. raplication and load balancing. Several
For example. VLANS wilh strict segmentation rules are
« Connections into and out of the cardhaider dats used inside the CDE (o lim& and control
environment {CDE), access. External conneclions are available
+ Crllical system components witiln the CDE; such as POS | 0Nl for host-2-host connections with Banks
devices, databases, web senvevs, etc., and any other and for POS-terminals connections.
necessary payment compovients, 8s sppicabls.
DogsyarbuslnessuscndmrksegnentaﬁonloaﬂedlhewopeomeClDSS BYes CINo
environment?
(Refor to "Network Segmentation” seclion of PCI DSS for guidarnce an network
segmenlawnj
PGl DSS v3.2, 1 Alfestation of Compiiance far Onsite Assasamants — Sanace Providers, Rev. 1.0 June 2018
© 2006-2018 PCI Secwiy Standards Councll, LLC A Rights Reserved. Page 4



. Seciwiy .
Shorwieals i bid

Part 2f. Third-Party Service Providers

Does your company have a relationship with 8 Qualified Integrator & Resealler {QIR) for [IYes BANo
the purpose of the services being velidated?

If Yes:
Name of QIR Company: NWA
QIR Individual Nams: NA

Description of senaces provided by QIR N

Does your campany heve a relationship with one or mare third-party senvice providers (for | [ Yes B No
example, Qualified Integrator Resellers (QIR), gateways, payment processors, payment
senvice providers (PSP), web-hosting companies, airline booking agents, loyalty program
agents, etc.) for the purpose of the services being vividated?

if Yes:

Name of service provider: Description of services provided:

Note: Requirament 12.8 apples to all entities in this (isl,

PCI D3S v3.2.1 Attestation of Compliance for Cnaife Assessmonts — Senioa Providers. Rev. 1.0 Jme 2018
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Part 2g. Summary of Requirements Tested

For each PCI DSS éequiremenl. sabact one of the following:

« Full - The raquirsmant and all sub-recuirements of thal reguirement were assessed, and no sub-
requirements were marked as “Not Tested” or "Not Applicable” in the ROC.

e Partial - One or more sub-recairements of thal requirement wers markec a3 "Not Tested® or “Not

Applicatia” in the ROC.

« None - All sub-requirements of that requirement were marked as "Net Tested” andlor "Not Applicabie”

Intha RGC,

For all requirements identified as either *Partial” or “None,” provide detalls in the “Justification for Approach”

column, Including:

o Details of specific sub-requirements that were marked as either “Nol Tested® andior *Net Applicable” n

the RCC

e Reason why sub-requirament(s) were not tested or not applicable

Notes: Orie table to be completed for each service covered by this AOC. Additional coples of this section are
svailable on the PCI SSC wabsite.

Name of Service Assossed: | ACS Hosting provider and ATM/POS-processing

Details of Requirements Assessed
e ——
Justification for Approach
PCIDSS (Required for 1 “Partial” and “Nane” resporses. Identidy which
Requirement Full Partial = None sub-raquiremeEnts wera not tasted and the reason |
Requirement 1: O = [J | 1.2.3 - Wireless networks sre not used within CDE.
Requirament 2- O = [ | 21.1- Wreless networks are not used within CDE
26 - Tha entity = not a sharad hosting provider.
Requirement 3. O |24 [0 | 34.1 - Ful-disk encrypion is not ussd.
Requirement 4; O < 0 4.1.1 - Wireless networks are not used an CDE
4.2 - PANS are not sant via and-user messags sarvices
Requirement 5: = [ O
Requirement 6: = O O
Requirament 7- il O O
Requrement & O ) 0 815 - No external vendors connections are usad,
£.5.1 « No remole accass 1o customens is usad,
Requirement 9: O %4 [ | 962 9.6.3-Nomedia witn CHD are sent cutside the
facility.
0,71, 981 - Thore is not any kind of media (paper o
remavable electronic madia).
Requiremant 10: | O O
Requlremant 11; =B | O
PGl DSS v3.2. 1 Atisstation of Compliance for Onsite Assessments — Senace Prowders, Rev. 1.0 Jane 2018
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Requirement 12 13} O O

Appendix A1 O 0 B3 | The entity is not s shared hosting provider.

Appendix A2 O O (2 | Unsecure protccols are mot used

PCI DSS v3.2 1 Attestation of Camphance for Onsife Assessments — Service Providers, Rev. 1.0 Jurie 2078
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Section 2: Report on Compliance

This Attastation of Comgtiance reflects the results of an onsite assessment, which is documented in an
accompanying Report on Compliance (ROC).

The assessment documented in this attestation and in the ROC was completed | July 4, 2022
on;
Have compensating controls been used to meet any requirement in the ROC? [ Yes B No
Were any requirements in the ROC identified as buing not applicable (WA)? | [X] Yes O No
Were any requirements not tested? O Yes B No
Were any requirements in the ROC unabie to be met dus 10 a legal consiraint? [ ves X No
PCIDSS v3 2 { Atiostation of Comphance for Onsite Asseasments - Senice Providers. Rev. 1.0 June 2018

& 2006-2018 PC! Sacunly Standards Counail. LLC. Al Rights Reserved. Pags &



. Srcwor e
ww-\ﬁw

Section 3: Validation and Attestation Details

Part 3. PCI DSS Validation

This AOC is based on results noted in the ROC dated July 4, 2022.

Rased on the results documented in the ROC noled above, the signatories identified in Pans 3b-3d, as
applicable, assert(s) the following compiiance status for the entity identified in Part 2 of this document
(check one):

=2 | Compliant: All sections of the PCI DSS ROC sre complele, al questions answered affimmatively,
resulting in an overall COMPLIANT rating: theraby Payment Gulde has demonstratad full compliance

with the PCI DSS.

] | Non-Compliant: Not all sections of the PCI DSS ROC are complete. or not all questions are
answered alfirmatively, resulting in an overal NON-COMPLIANT rating, thereby (Senice Provider
Company Name) has not demonsirated full compliance with the PC1 DES,

Target Date for Compliance:

An entity submitting this form with & status of Non-Compliant may be required 1o completa the Action
Pian in Part 4 of this docament. Check with the payment brand(s) before compleling Part 4,

[ | Compliant but with Legal exception: One or more requiramants are marked “Not in Place” due to 8
legal restriction that prevents the requirement from being meat. This option requires additional review

frorn acquirer or payment brand.
It ghecked. complete the following:

Affected Requirement | Detalls of how legal constraint prevents requirement being met

Part 3a. Acknowledgement of Status

Signatory(s) confirms:
(Check all that apply)

.o

The ROC was completed according to the PCI DSS Requirsments and Securnity Assessment
Procadures, Version 3.2.1, and was completed acoording 10 the Instructions theren,

AllkﬁonnaﬁonwimtheaboWormoedROCandnmlsmesabnfailymprewumemtsof
my assassment in all matenal respects,

| have confirmed with my payment application vendor that my payment system doas not store
sensitve authentication data after authorization,

| have read the PG OSS and | recognize that | must maintain PCI DSS compliance, a8 appicable to
my environmant, &t all limes.

B B Y B A

If iy environment changes, | recognize | must reassess my environment and implement any
additional PCl DSS requirements that apply.

POl DSS v3.2 1 Altestaton of Compliance for Onsile Assessments — Sanate Providers, Rev, 1.0 Jung 2718
@& 2006-2018 PO Secwily Standards Council, LLC. All Rights Reserved. Page 9



Part 3a. Acknowledgement of Status (contnued)

B | No aviconce of full track data', CAV2, CVC2. CID, or CVV2 data®, or PIN data’ storage afler
transaciion authorizalion was found on ANY system reviewed during this assessment.

B4 | ASV scans are being completed by the PCI SSC Approved Scanning Vendor Clone Systems, Inc.

Part 3b. Service Provider Attestation /‘/

WdMMEMf Data: July & 2022
Sarvice Provider Executive Offiver Name}é(uom Chertikhin | Thl: Genaral Marager

Part 3c. Qualified Security Assessor (QSA) Acknowledgement (if applicable)

It a QSA was invelved or assisted wih this OSAwasperfwnfngmeassessmm
assessment, describe lhe role performed:

SqmmorDWyAmhmmeMmro!Z Data: July 4, 2022

Duly Authorized Offizer Narme: van Tverdokhlebov QSA Company. Compliance Control Lid.

Part 3d. Internal Security Assessor (ISA) Involvement (if applicable)

If an 1SA(s) was involved or assisted with NA
this assessment. identify the ISA personnel
and describe the role performed:

' Dala ercoded In the magnolic strps ar equivalent data on & chip wed for suthorization durng 3 cand-present Iranaacion. Enties
miary nol relain (Ul ack data afes transacion suthorzation. The only elements of kack data that may be retsingd am primary
account numbar (PAN), copiration dats. and carchoicer rame.

T The tree- o four-cigit vahue printed by $he sigrature panel af on tha face of a payment card used [0 verlfy card-nalpresent
yarsschons,

) Pamcnd idertilication number entesed by cardholdar curing & card-prasent Iransaction, ancior encrypded PIN tock present
within the Iransaction message,

POl DSS v3.2.1 Aflzstation of Compianca for Onsite Assesements — Sanace Prowoers. Rev. 1.0 June 2018
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Part 4. Action Plan for Non-Compliant Requirements

Select the appropriate response for “Compiiant to PCI DSS Requirements” for sach requirement. If you
answer “No® 10 any of the requirements, you may be requirad to provide tha date your Company expects (o be
comgiiant with the requirement and a brief description of the actions being taken fo meet the requirement.

Check with the applicable payment brandy(s) before completing Parf 4.

PCIDSS

Description of Requirement

Compliant to PC1

f
§

B

Actions
(If NO" salectad for any
Requirement)

Install and maintain a firewall
configuration to protect cardnoider dasa

X

Do nol use vendor-supplied defauts for
system passwords and ather secunly

paramaiens

Protect stored cardholder data

.

Encrypt tranemission of cardholder data

acrnss open, pubic networks

Protect all systoms ng;lnst malwara
and reqularly update antivirus software
or programs

Develop and maintain sacurg systems
and applications

_Resln'& socess to cardholder déta by

business need 10 Know

Identify and authenticate sccess o
system components

Rcsﬁi& physical aooess to cardholder
data

Teack and monitor al.aocess 10 network

| FESOLACAS 3nd cardholder data

Reguiarly test secunty systems and

Maintain & palicy that addresses
informalion security for al personng

Additional PCI DSS Requirements for
Shared Hostng Provders

Additional PCI DSS Requiremants for
Enities u=ing SSUsarly TLS for Card-
Precant POS POI Tenminal Connections

R BRI (RRR B E X A

.
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